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ABSTRACT

Many operating systems including FreeRTOS1 implement
callbacks or hooks to get insight views of the RTOS behavior.
With this it is possible to log the sequence of task switches or
information about queues, semaphores and mutexes. While
the concept of hooks is not new, it is rather difficult for an
actual target application to make it easy to use and inspect the
generated trace hook data.

For FreeRTOS, we present in this paper an approach to
make it easier for a developer to generate, collect and visual-
ize trace hook information. For this a) an automated code gen-
eration of the RTOS and the hook implementation is used, b)
a separate trace hook acquisition hardware and firmware has
been developed using automated code generation technology
based on Eclipse Embedded Components and c) a host ap-
plication has been developed to visualize the collected trace
hook information (Figure 1). The goal was to provide de-
velopers a way to build up their own FreeRTOS trace probe
(Figure 9) for less than $100 which is easy to build and to
use. We present the basic concepts, the implementation and
the results of this project which was developed as a Bachelor
Diploma Thesis work at the University of Lucerne for Ap-
plied Sciences and Arts.

Index Terms— FreeRTOS, probe, trace, hook, automatic
code generation
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Fig. 1. System Overview

1www.freertos.org

1. INTRODUCTION

FreeRTOS[1] is the most popular embedded realtime oper-
ating system according to the EETimes Embedded Market
Survey[2], with more than 27 architectures and 17 tool chains
supported[3]. The RTOS is available under the LGPL open
source licensing terms. However, developers still have to
spend a big amount of their time debugging their application.
Having an RTOS kernel like FreeRTOS running with many
tasks and semaphores, it might be really difficult to get an
overview what is going on, in order to identify and solve sub-
tle timing problems. Professional and expensive trace tools
are out of reach for many developers. This research has inves-
tigated and developed an open and inexpensive RTOS trace
probe to close that gap.

The FreeRTOS architecture provides a concept of Trace
Hook Macros[4] which can be used to trace the behavior and
timing of the application and operating system. As an exam-
ple, the macro traceTASK SWITCHED IN() is called by
FreeRTOS for every task switch. Tracing that macro or hook,
it is possible to track the time when a tasks is activated.

Up to 35 such hooks are implemented in FreeRTOS to
signal different events like:

• Task creation and deletion

• Task Switch in and out

• Task delay

• Task priority change

• Task suspend and resume

• Queue, Semaphore and Mutex creation and deletion

• Calls to Queue, Semaphore and Mutex API

A developer is free to implement anything he wants us-
ing the trace hook macros. It is possible to signal the task
switch using a general purpose I/O and to monitor it exter-
nally. Or use the macro to send a message with the Task ID
over a communication channel with an RS-232 serial con-
nection. While this approach is very generic and powerful,
it means additional implementation work and complexity for
the developer. Not only he needs to manage the trace hook



implementation, but as well he needs something to capture
the trace data (Probe) and something to inspect and visual-
ize the collected trace hook information (Visualization). As
a consequence, the developer needs an easy and inexpensive
way a) to implement and configure the trace hooks, b) to get
the collected hook messages off the target device and c) to
visualize the gathered data on the host (Figure 2).
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Fig. 2. Application with Trace Probe and Host

2. EMBEDDED COMPONENTS

With previous research [5] it has been demonstrated that auto-
matic code generation of Embedded Components is effective
both for the application [6][7] and the operating system [8] to
improve ease of use and to reduce development cycles.

An Embedded Component is implemented with Proper-
ties, Events and Methods (Figure 3).
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Fig. 3. Embedded Component

For the example of an Serial RS-232 component, a prop-
erty could be BaudRate. An event could be OnReceive-
Char() and a method could be SendChar().

With this approach, the application is constructed with
building blocks consisting of one or multiple Embedded
Components. The Embedded Components are implemented
in a C-like scripting language which then are processed by
a special compiler to generated normal high level language
source code (C or C++).

3. APPROACH

In our approach automatic code generation of Embedded
Components have been applied to make things easy-to-use
for a developer. Following steps had to be implemented
(Figure 4):

1. Extend the FreeRTOS Embedded Component to work
with trace hooks.

2. Implement a new Trace Embedded Component which
works with FreeRTOS.

3. Inherit and re-use existing Embedded Components as a
Channel to send trace hooks off the target application.

4. Develop a FreeRTOS Probe hardware with corre-
sponding firmware to collect trace information.

5. Create a Visualization software on the host to inspect
the trace data.

As development environment the Eclipse based Freescale
CodeWarrior for Microcontrollers V10.12 has been used.
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Fig. 4. FreeRTOS Probe Approach

4. FREERTOS TRACE EMBEDDED COMPONENT

4.1. Trace Hooks

The existing FreeRTOS Embedded Component[5] has been
extended with an additional (optional) TraceHooks prop-
erty (Figure 5). The property generates an inherited FreeR-
TOSTrace Embedded Component using the interface ’Free-
RTOS/FreeRTOSTraceInterface’ (Figure 6). The FreeR-
TOSTrace Embedded Component is using a directly inherited
component: it means that the Embedded Component is used
exclusively by the FreeRTOS as parent Embedded Compo-
nent.

2www.freescale.com/cwmcu10



Fig. 5. FreeRTOS Component Properties

The FreeRTOSTrace Embedded Component implements
the logic and interface to FreeRTOS to generate and config-
ure the trace hooks as configured by the user. The FreeR-
TOSTrace Embedded Component is using another Embedded
Component as channel to send out the trace hook information.

4.2. Communication Channel

Multiple Embedded Components were already available and
have been reused for this project, as they were suitable as the
communication channel for the FreeRTOS trace hooks:

• BitIO: General Purpose Bit I/O driver.

• AsynchroSerial, AsynchroMaster and AsynchroSlave:
serial RS-232 communication driver.

• InternalI2C: Hardware I2C3 driver.

• GenericSWI2C: Software I2C4 driver.

• SynchroMaster: Hardware SPI driver.

• GenericSWSPI: Software SPI Driver.

• FreescaleCAN: Controller Area Network driver.
3’Hardware’ is using the hardware peripheral on the device.
4’Software’ is using general purpose I/O pins (”Bit Banging”.)

Fig. 6. FreeRTOS Trace Interface Inheritance

Components for USB or TCP/IP has been considered, but not
used yet in this project.

In contrast to the FreeRTOSTrace Embedded Component,
the interface to the communication channel is using a shared
inheritance: This means that a communication channel com-
ponent can be shared between different components. With
this both the application and the FreeRTOSTrace component
can use the communication channel. In that case the commu-
nication channel provides synchronization primitives to im-
plement mutual exclusive access to the peripheral hardware
and software driver, using the infrastructure of FreeRTOS.
Figure 7 shows the properties where you can select among
different communication channels.

Fig. 7. FreeRTOS Trace Properites



A simple protocol was used to transmit the trace hook
over the communication channel to the FreeRTOS Trace
Probe (Figure 8). An ID identifies a message kind and the
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Fig. 8. FreeRTOS Hook Message

message content. Each hook has a unique ID assigned, plus
there are special ID’s for a performance counter which is used
to transmit time stamp information. Additionally an ID for
a user defined hook (to call a hook from a user application)
and a special ID for communication from the probe to the test
target have been defined and implemented.

A general concern of the concept was the performance of
the communication channel to transmit the trace data from the
target application to the host. Using a serial RS-232 channel
connection with 57600 baud, it is possible to transmit about
57 bytes[9] within a 10 ms RTOS tick period. Given the
protocol in figure 8, about 7 hooks can be transmitted. This
means that even with buffering and interrupt driven commu-
nication the number of hooks is limited and needs to be care-
fully selected in the FreeRTOS Trace Embedded Component
properties (Figure 5). In order to keep the delays and over-
head of the communication minimal to the target application,
a buffering mechanism has been implemented which trans-
mits the messages in the RTOS idle task time.

For higher data rates, the I2C communication channel can
be used. Using high speed (400 kBit/sec) mode, up to 420
bytes can be transmitted within a 10 ms tick period[9] which
greatly increases the number of hooks which can be sent out.

As a conclusion the RS-232 communication is only suit-
able for a very selective amount of trace messages. Otherwise
I2C or even higher communication methods need to be used.

5. FREERTOS TRACE PROBE

The role of the FreeRTOS Probe is to collect the generated
trace hook information generated by the Target Application
and sent through the communication channel (Figure 2). If
the Target Application is using RS-232 as trace communica-
tion channel, then a normal host PC machine could collect the
trace information. However, in many cases you might want to
use general purpose I/O pins, SPI, I2C or something different
which would not be available on the host PC. As a conse-
quence, it makes sense to have a dedicated probe hardware
(FreeRTOS Probe) and software which provides the needed
flexibility. The basic requirements for the FreeRTOS Probe
were:

• Any user shall be able to build his own probe from read-
ily available hardware boards and software.

• The probe shall be open and extensible for future ex-
tensions.

• The probe shall provide multiple communication meth-
ods for flexibility.

5.1. FreeRTOS Probe Hardware

With this in mind, a reference probe as in figure 9 has been
developed. It has been built up with available and unmodified
Freescale Tower[10] components, plus an optional FreeRTOS
Probe Card (Figure 10). Following standard components have
been used as shown in figure 9:

Fig. 9. Reference Trace Probe with Touch Screen LCD

• TWR-MCF52259: ColdFire MPC52259 32bit CPU
card.

• TWR-SER: Communication card with RS232, Ethernet,
USB and CAN.

• TWR-ELEV: Two cars with serve as backplane to inter-
connect multiple Tower cards.

• TWR-LCD: A touch screen LCD with a MCF51JM128
32bit CPU. This card was used as a test target and is
optional.

The TWR-LCD is connected to the TWR-MCF52259 through
an I2C5 which was a ideal test target, but other boards were
used to verify the concept too.

The tower card in figure 10 has been developed with fol-
lowing elements:

• An SD card socket to store trace data.
5It is possible to extend the probe firmware to use the TWR-LCD as user

interface for the probe, but this was out of scope of this project.



Fig. 10. Optional Tower FreeRTOS Probe Card

• A realtime clock using the RTC DS3232 from Maxim
which is battery buffered.

• Levelshifters for I2C, SPI and GPIO.

5.2. FreeRTOS Probe Firmware

Figure 11 shows the main blocks of the probe software. The
Receive, Connect and SD module each are implemented in a
separate FreeRTOS task, using standard interprocess mecha-
nisms.

Fig. 11. Probe Software Block Diagram

The software for the probe implementation was re-using
the concept of Embedded Components:

• The configuration is using the CPU internal FLASH
memory.

• The probe is running FreeRTOS.

Fig. 12. Probe Software with Embedded Components

• The CPU used is the MCF52259.

• The RTC component communicates with I2C to the
DS3232 realtime clock.

• The I2C component is used both for communicating
with the RTC as well to collect trace data.

• The FSShell component provides a user interface to
configure and inspect the probe using an RS-232 con-
nection to the host.

• The Term2 component is used by the FSShell compo-
nent as physical interface to the host.

• The AsynchroSerial component is used as serial/RS-
232 connection to the target application for trace col-
lection.

• 4 LED component are used as visual indicator (running
application, collecting trace).

• The SD Card component provides the low level inter-
face for the FatFs[11][12] File Allocation System.

• The Timeout component deals with SD card timings
and timeouts.



• The Wait component provides generic busy waiting
routines which are using for hardware and software
synchronization.

• The FatFS component implements the FatFs[12] file
system which is used as file system to store the trace
data and to exchange with the host.

• The TimeDate component is the software driver for the
system realtime clock and date, needed by FatFS.

• The Utility component provides common string manip-
ulation routines.

Figure 13 shows the FSShell user interface using a terminal
application on the host PC. With the shell the user can in-
spect and configure the probe. For example he can change
the trace communication channel settings or inspect the trace
data stored on the SD card.

Fig. 13. Probe Shell

6. FREERTOS TRACE VIEWER

To visualize the trace data on the host, a Trace Viewer
software has been implemented (Figure 14). The Trace
Viewer is implemented in Java using the open source library
JFreeChart6. The Trace Viewer allows you to specify and
load a trace data file which has been previously collected
(e.g. stored on the SD card of the FreeRTOS Probe). You
can select the time range and the kind of trace messages you
are interested in. The data is visualized in a chart view as
shown in figure 15. In the Trace Viewer you can zoom-in

6www.jfree.org/jfreechart

Fig. 14. Trace Viewer Configuration

Fig. 15. Trace View on Host

and zoom-out in order to inspect areas of interest. In order to
simplify navigation in the data, the hook events are marked
with labels and arrows pointing to the time when the event
happened. Individual labels can be switched on and off in the
trace viewer configuration (Figure 14).

In Figure 15 five user tasks plus the FreeRTOS IDLE
task are shown, together with their execution sequence. On
the bottom there is as well a ’dummy’ task: this is an ar-
tificial task introduced to show events which do not have
a task ID associated. An example for such an event is the
traceQUEUE CREATED hook for which FreeRTOS (with-
out further extensions) do not provide the corresponding task
ID. Assigning such events to a ’dummy’ task solved that
limitation in the viewer.

7. RESULTS AND OUTLOOK

FreeRTOS provides a powerful way using trace hooks to get
an insight view of a running application. The presented ap-
proach is taking advantage of these trace hooks, and added
ease-of-use to it. Using the concept of Embedded Compo-



nents, re-using existing components and the creation of new
components along with automatic code generation, it is now
much easier for a developer to use the FreeRTOS trace hooks.

A reference implementation of a FreeRTOS Trace Probe
with hardware and software has been built and used with
several FreeRTOS applications, collecting trace information.
While the communication protocol has not been optimized, it
was possible to capture useful enough trace messages every
10 ms RTOS period over 57400 baud serial line[9]. While this
was on the lower end of acceptable amount of data, at least
twice as many many messages have been captured with an
I2C channel and 100 kHz[9]. The limiting factor is the speed
of the communication channel between Target Application
and the FreeRTOS probe. Still, the optimization of the proto-
col and the messages generated needs to be subject of further
research to allow tracing high speed and high performance
targets.

As further work, extending the supported communication
channels is considered, e.g. higher level protocols like USB
or TCP/IP. That would allow to stream trace data directly to
the host and bypassing to store them on a SD card. Sending
trace data directly to the host using RS-232 has been explored,
but was only useful for few hundred messages per second.

The touch screen LCD (running a FreeRTOS firmware)
has been a test application, but it would be an advantage if the
LCD itself could visualize trace hook data on the fly and to be
the Trace Viewer on its own. Additionally the Trace Viewer
on the host only covers the minimal functions and should be
subject of extensions.

After all, we believe this project has potential as it pro-
vides an open and low cost way to trace an application run-
ning behavior using the trace hook concept. And with the ex-
istence of a hardware and firmware trace probe for less than
$100 this is still a very attractive solution at least for hobby-
ists.
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